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We, SDB bank are a leading licensed specialized bank that has recorded a sustainable
growth over the past decades and have marked impactful presence in our chosen markets.
To steer our accelerated expansion; we are looking for dynamic, self-motivated and
career-oriented person to join the SDB Team to be a part of bank’s growth story.

Chief Information Security Officer

The Chief information security officer is the head of IT security, driving the IT security
strategy and implementation forward whilst protecting the business from security threats
and cyber-hacking. He is responsible for ensuring the implementation of a robust
information security system and culture across the organization with industry best
practices, working with all stakeholders.

Duties and Responsibilities:

+ Responsible to set the information security objectives in align with the business vision,
mission, objectives and identify risk factors and determine solutions for risk mitigation

+ Develop, update and maintain Information Security policies, standards, procedures and
templates that provide adequate protection for information assets

+  Develop risk assessment methodology, risk acceptance criteria and acceptable levels of
risk.

+ Perform threat and vulnerability assessments and assess the Information Security
posture.

+  Oversee the selection, testing, deployment, and maintenance of Information Security
hardware, software products and outsourced arrangements.

+ Monitor access to all systems and maintain access control profiles on computer
network, systems and track documentation of access authorizations to all resources.

Experience and Qualifications:

+ 05 years information security experience in the financial industry

+ A Bachelor's Degree or Master’s Degree in the relevant field from a recognized University

+  Should possess Certified Information Systems Security Professional (CISSP) or SACA Certified
Information Security Manager (CISM) or equivalent professional qualification

+  Expertise in networking, firewalls, cyber and digital solutions security and security controls

+ Hands on experience in vulnerability assessments & log correlations technologies

+ Demonstrate good communication and excellent organization skills

An attractive remuneration package commensurate with experience and fringe benefits in par with the
industry standards 1s available for the right person. Interested candidates are invited to submit their
curriculum vitae within 07 days of this advertisement under Registered Cover or to careers@sdb.lk
mentioning the position on the top left hand corner of the envelope/subject line of the e mail. Kindly
note that only shortlisted candidates will be contacted.

SDB bank,
No. 12, Edmonton Road, Kirulapone, Colombo 06.

Email: careers@sdb.lk
Web : www.sdb.lk

@ SDBbank
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