WE ARE

HIRING

IT Security & Compliance OfFficer

The Sri Lanka Institute of Information Technology (SLIT) is a pioneer in the higher education sector of
Sri Lanka and offers undergraduate and postgraduate degrees in a wide range of disciplines. It is
committed to provide the best student experience through a dedicated group of academic and non-
academic staff. The main campus located in Malabe has excellent academic and recreational facilities.

We are looking for a detail-oriented IT Security and Compliance Officer to be overall responsible for
driving a proactive Information Security Management programme encompassing critical information
assets of the organization.

Key Duties and Responsibilities:

* Owversee/ configure security systems/ solutions, analyze security requirements and recommend
improvements.

* Perform risk assessments, audits, draft security policies, procedures, disaster recovery plans and
ensure proper implementation.

* Develop and maintain roles, authorization matrikes and guidelines to protect against
unauthorized access, modifications and destruction.

* Drive a comprehensive wvulnerability management process, covering periodic wvulnerability
scanning, penetration testing and implement remediation actions against identified threats.

* Setup appropriate patch management systems for regular and automated updates.

* Moaonitor systems, applications, networks for suspicious behavior and develop an incident response
framework.

* Create awareness among staff about the security best practices and provide technical advice.

Minimum Requirements:

* A Bachelor's degree and a Masters degree or a recognized professional qualification in Computer
science, Information Technology, Cybersecurity or a related field from a recognized university/
institution.

* Industry security certifications such as CISSP, C154, etc. will be a definite advantage.

* Minimum of 8 years of work experience in a relevant field including at least 4 years of managerial
experience.

* A sound understanding and knowledge of computer systems, networks, security systems, and
cloud platforms.

* Good interpersonal, communication and training skills

* Strong analytical, critical thinking and problem-solving skills.
SLIT offers a competitive salary and other benefits commensurate with gualifications and experience.
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Please send your resume viaemailto
careersi@sliit.lk clearly indicating the post applied for,

on the subject line of the email, to reach us
within 7 days of this advertisement. THE KNOWLEDGE UNIVERSITHY




