PEOPLE’S BANK

The People’s BanR, a premier bank in Sri Lanka with the largest customer base providing innovative financial solutions to its diversified
clientele for over six decades and as a conducive environment for those who strive to achieve excellence and believe in professionalism,
the bank is looRing for talented & dynamic individuals to fill the following supportive positions in Information Security Department.

CHIEF MANAGER INFORMATION SECURITY

IKEY RESPONSIBILITIES

u Develop, implement, and manage the BanR's overall information security program, ensuring compliance aligning with BanR's
business objectives and regulations / industry standards (CBSL guidelines, PCI DSS, ISO 27001, NIST etc.)

|| Provide leadership to major information security projects and secure the acquisition and implementation of security tools and
products throughout the Bank.

u Evaluate security requirements for new and existing projects to ensure proper security controls are integrated throughout the
project lifecycle.

| Enhance the efficiency of security risk assessments processes to identify and mitigate potential threats, ensuring alignment with

information security policies, as well as regulatory and statutory requirements.

Supervise the implementation and efficacy of security controls, promptly reporting any malfunctions to management.

Develop insightful security metrics and reports that accurately reflect the BanR's overall security posture to empower leadership to
makRe informed risk-based decisions.

Communicate information security goals effectively with other departments / stakeholders and work closely to ensure security is
integrated into all aspects of the BanR's operations.

Manage and lead a team of information security professionals, providing guidance and mentorship.

Stay up to date on the latest information security threats and trends, and recommend appropriate mitigation strategies.
Investigate and respond to security incidents, ensuring timely remediation and reporting.

Provide insight and guidance for developing and maintaining comprehensive information security policies and procedures.

Lead the development and implementation of security awareness training programs for employees across the Bank.

QUALIFICATIONS AND EXPERIENCE REQUIREMENT

| | Possess a Bachelors or Master's Degree in Information Security or Information Technology specialized in Information Security by
a university or a degree awarding institute recognized by the University Grants Commission of Sri LanRa.

|| Minimum O6 years’ experience in information security with Managerial level experience.

| | The candidate must possess at least one of the following security certifications.

(ISC)2 Certified Information System Security Professional (CISSP)
ISACA Certified Information Security Manager (CISM)

ISACA Certified in Risk and Information Systems Control (CRISC)
GIAC Information Security Professional (GISP)

GIAC Strategic Planning, Policy and Leadership (GSTRT)
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Proven track record of developing and implementing successful information security programs in a financial services environment.
In-depth Rnowledge of information security concepts, frameworRks, and best practices.

Excellent understanding & in-depth Rnowledge of relevant regulations and compliance requirements for BanRing sector (CBSL, PCI
DSS, ISO 2700I1 etc.).

Experience in managing security operations, incident response, and risk management functions.

Ability to collaborate effectively with cross-functional teams and external stakReholders while working independently and as part of a team.
Strong leadership, communication, and interpersonal sRills.

Strong analytical and problem-solving sRills.

AGE
Preferably below 45 years of Age as at closing date of applications

METHOD OF SELECTION

Shortlisted applicants based on the stipulated qualifications and experience will be called for an interview. The appointment will be made
on contract basis and performance will be evaluated annually.

REMUNERATION
An attractive and negotiable remuneration package commensurate with qualifications and experience will be offered to the selected
candidate.

APPLICATIONS

Please send details of achievements and experience relevant to the job applied for together with your curriculum vitae along with copies
of certificates and contact numbers of two non-related referees. The post applied for should be stated in the subject line of the Email and
should reach the Email Address : itrecruit@peoplesbank.Ik on or before 11.08.2024.

An Email confirmation of receipt will be sent upon the receipt of the curriculum vitae. In the event a confirmation has not been received
within a reasonable period of time, you may inquire regarding the application on telephone numbers 0112481542/0112481416.

All applications will be treated in strict confidentiality and any form of canvassing will be regarded as a disqualification.All incomplete and
Non - complying applications will be rejected.

The Bank reserves the right to decide the number of vacancies, postponement or cancellation of recruitment or on any other information
not included in the advertisement.

Deputy General Manager (Human Resources)
People’s Bank - Head Office

NO. 75, Sir Chittampalam A Gardiner Mawatha,
Colombo - 02.
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