BANK OF CEYLON

Bank of Ceylon is the largest banking institution in Sri Lanka having an islandwide branch network with
operations in overseas locations including a banking subsidiary in London. We are the only Sri Lankan bank
ranked among the Top 1,000 banks in the world and No.01 in Sri Lanka.

We are looking for suitably qualified person to fill the vacancy for the following position :

Team Leader - Security Assurance (Contract Basis)
> Key Responsibilities

“  Complete information security operations documentation.
©  Develop strategies and plans to enforce security requirements, and address identified risks.

®  Report to management concerns about residual risk, vulnerabilities, and other security exposures, including
misuse of information assets and non-compliance.

©  Assess security requirements and controls, and ensure that security controls are implemented as planned during
application development or acquisition.

©  Collaborate on critical IT projects to ensure that security issues are addressed throughout the project life cycle

®  Perform control and vulnerability assessments, Penetration tests, red teaming exercises to identify control
weaknesses, and assess the effectiveness of existing controls, and recommend remedial actions.

®  Define testing criteria for systems and applications.

& Develop and validate baseline security configurations for operating systems, applications, and networking and
telecommunications equipment.

®  Provide support and analysis during and after a security incident, as necessary.

& Assure monitoring of daily or weekly reports, and security logs for unusual events, is being done effectively
and efficiently.

& Participate in security investigations and compliance reviews.
& Perform any other ad hoc duties or projects as assigned.

< Eligibility Criteria
&  Should be a citizen of Sri Lanka
AND

& Educational/ Professional Qualifications:

Master’s Degree in Information Security/Cyber Security or Master’s Degree in Computer Science/Information
Technology specializing in Information Security/ Cyber Security.

Or
Degree in Information Security / Cyber Security / Computer Science / Information Technology /Physical
Science with at least one of the following professional qualifications:
e (ISO)2 Certified Information Systems Security Professional (CISSP)
e GIAC Information Security Professional (GISP)

B Preference will be given to those who possess following professional qualifications :

e CISM : Certified Information Security Manager
e CISA :Certified Information Systems Auditor

e ISO 27001 Certified Auditor/Lead Auditor

e Payment Card Industry Related Certifications

& Experience:

B At least 5 years of experience in Information / cyber security, technology risk management, and auditing
exposed to a similar job requirement including at least 3 years of experience in the managerial level.

& Other Attributes:
B Detailed knowledge and hands on experience of regulatory and compliance responsibilities, including,
ISO 27001, PCI DSS.

In-depth knowledge of security controls frameworks: ISO 27001/Cyber Essentials/NIST CSF 2.0
framework/NIS (ENISA)/CIS Top 20/OWASP.

Hands-on experience on security monitoring and testing processes ,

Technical knowledge of various security assessment tools

Excellent organizational and leadership skills.

Team player with sound interpersonal and communication skills.

Ability to work under pressure in a demanding environment and highly self-motivated.

Adaptability, Innovative, Agility and Result oriented.
= Age:

Below 45 years of Age as at closing date of applications.
> Terms and Conditions :

> Fixed Term Contract for 03 years; the performance will be reviewed annually.
> Market based compensation on experience and qualifications of the individual

> Selection Procedure

> Shortlisted candidates based on the above eligibility criteria will be selected by an interview process
> Application Procedure :

Send your updated curriculum vitae together with photocopies of all certificates covering the stipulated
requirements, supportive documents to prove your experience and contact details of two non-related referees
by registered post, with top left-hand corner of the envelope marked the post you have applied for, to the below
address to reach us on or before 14th September 2024.

Any application not meeting the above required eligibility criteria as at the closing date or submitting without
photocopies of relevant supportive documents or received after the closing date will be rejected at any stage of the
recruitment without any further notice.

Chief Manager (Sourcing & Career Development)
Bank of Ceylon

26" Floor - Head Office

"BOC Square",

No. 1, Bank of Ceylon Mawatha, Colombo - 01.

Any form of canvassing will lead to immediate disqualification.
The Bank reserves the right to call only the short-listed candidates.

The Bank reserves the right to decide the number of positions to be filled or postpone / cancel the recruitment.

The Bank protects the privacy and confidentiality of your information as per the Personal Data Protection
Policy of the Bank.
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